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A method of IoT terminal’s network behavior
monitoring based on network data

LING Ying, QIU Yun
Shanghai Research Institute of China Telecom Co., Ltd., Shanghai 200122, China

Abstract: The internet of things (IoT) is the network of physical devices, vehicles, home appliances and other items
embedded with electronics, software, sensors, actuators and network connectivity which enable these objects to con-
nect and exchange data. Every sensor node is a source of information. In the offered method, telecom network opera-
tors could analyze the network data and discover the abnormal situation of the IoT terminals, so as to ensure the nor-
mal use of the IoT terminals. A network behavior tag for the IoT terminals by analyzing the network data in the tele-
com network, and a real-time monitoring method for the IoT terminal network behavior were described. And take the
wearable industry application for example, the analysis process of the internet of things network behavior was de-
scribed.
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